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Your data, locked down.

School Board Places Premium
On Digital Citizenship;

Digital Locksmiths Provides Valuable Security Lesson.




Lester B. Pearson

The Situation §chool Hoard

Lester B. Pearson School Board

is one of the largest English school

boards in Quebec, overseeing B, .
Commission scolaire

39 elementary schools, 12 secondary Lester-B.-Pearson

schools, 2 adult education centres and

4 vocational training centres, with over 26,000 students.

In order to prepare students for life in the digital age, the
Lester B. Pearson School Board places heavy emphasis on
what it calls “Digital Citizenship,” i.e. how to responsibly —
and effectively - interact in cyberspace. Naturally, a major
part of the initiative involves protecting oneself from online
threats. And that begins with the environment the school’s
network provides. The Board had called in security vendors
to audit their systems in the past, but decided to contact
Digital Locksmiths to dive deeper into the School Board'’s
security protocols after students attempted to hack into the
network. What they found made everyone glad they’d called.

The Results

Digital Locksmiths performed a Full Penetration Test on
all of the School Board’s external, internal and web
applications to identify any network vulnerabilities. At
the conclusion of the two-week testing period, Digital
Locksmiths’ experts were able to exploit vulnerabilities
that would have exposed very sensitive data to outside
threats and were missed by previous audits.

Once the weaknesses had been identified and eliminated,
Digital Locksmiths helped bring the School Board into
compliance with national privacy laws, and lock down the
network’s security.

The Lesson

More important than the audit itself was the philosophical
change Digital Locksmiths was able to bring about within
the School Board. Schools, by nature, move large numbers
of students into and out of the organization every year.
Which means an ever-changing user community, and an
ever-growing number of devices. Digital Locksmiths helped
the School Board understand that every user, from students
to staff to the board members themselves, requires a
unique level of access - and bears part of the
responsibility for the network’s @
overall security. ®

DigitalLocksmiths

Your data, locked down.

We were reasonably
confident that our
network was secure,

but in an environment
like ours, one can never
be too sure. We were
impressed by Digital
Locksmiths’ ability to
penetrate and strengthen
our network, but the real
value came from the
ways they helped us
understand how people
interacting with the
network affects security
on a daily basis. So what
started out as a simple
security audit became

an incredibly valuable
lesson in something
we teach every day -
Digital Citizenship:

- Francois Dupuis
Director of IT

Digital Locksmiths is an action leader
in the holistic application of security
services for both government and
private sector clients, especially those
in the health care fields. We aid in the
implementation of state-of-the-art
security technologies to combat risks
to integrity, trustworthiness and
availability of critical data and systems
not only for the company but for
individuals as well. We believe strongly
in having security at the forefront of
everything we do, thus enabling our
customers to become more competitive
through the smart use and application
of technology.




