Online Jeweler Discovers
Safe Enough Isn’t Safe Enough.
Digital Locksmiths Dives Deep to
Detect Weaknesses Big-Name Security Firm Missed.

The Situation
MyJewelryBox.com is a Montreal-based online
jewelry retailer with about $10 million in
annual sales, recently listed as one of
North America’s top 500 sites by the
Internet Retail Top 500 Guide.
MyJewelryBox.com is also listed #22
on the Guide’s Fastest Growing
E-Commerce Websites in the US.
In order to comply with the Payment Card Industry Data
Security Standard (PCI-DSS), high-end retailers like
MyJewelryBox.com must maintain the very highest
levels of security, and have those security measures
validated by an outside source.
To achieve Level 1 PCI compliance, MyJewelryBox.com
brought in a large, well-known third-party vendor for
assessment. Six months and $75,000 later, a Record Of
Compliance document was issued. Problem solved,
right? Not quite.

The Results
In a business with security needs as stringent as
MyJewelryBox.com’s, double-checking is de rigueur. So
they asked Digital Locksmiths to perform a full external,
internal and web application penetration test to identify
any network vulnerabilities. The Digital Locksmiths’ Full
Penetration Test showed vulnerabilities in not only the
website XSS, but in outdated internal network software
that could have compromised security. By insisting
upon looking at the entire network from both inside
and out - instead of the bare minimum needed to
satisfy PCI - Digital Locksmiths was able to discover a
weakness over 30,000 web pages deep - a place other
security vendors overlook, but hackers inevitably ﬁnd.
Once the weaknesses had been identiﬁed and
eliminated, Digital Locksmiths asked an outside web
specialist to run additional penetration tests of his own.
MyJewelryBox.com passed with ﬂying colors.

“

We worked with an
"industry leader," and
even though we were
compliant we turned to
Digital Locksmiths to
make sure that there
was still no possibility of
a potential attack.
Digital Locksmiths
worked diligently to
conﬁrm that things
were secure and up to
spec. They even
brought in a third-party
vendor - at their own
expense - to put their
own security solutions
to the test.
MyJewelryBox.com is
not only industry
compliant, but truly
locked-down.

”

- Jonathan Goldman, Vice
President, MyJewelryBox.com

Why Choose Digital Locksmiths?
Digital Locksmiths secures corporate
and private data whether in the
cloud, on a mobile device, or within
a traditional IT infrastructure. We
evaluate vulnerabilities to threat
across almost any platform, system,
or device, and create customized
solutions. Our broad portfolio of
services makes it easy for our clients
to see where they stand today, and
how they can be better protected
from cyber attacks tomorrow.
Learn more at :
http://www.digitallocksmiths.ca

