
Saudi company dismisses 
local security specialists for 
International expertise
Digital Locksmiths locks down data 
and provides peace of mind



Why Choose Digital Locksmiths?

Digital Locksmiths is an action leader 
in the holistic application of security 
services for both government and private 
sector clients, especially those in the 
health care fields. We aid in the 
implementation of state-of-the-art 
security technologies to combat risks 
to integrity, trustworthiness and 
availability of critical data and systems 
not only for the company but for 
individuals as well. We believe strongly 
in having security at the forefront of 
everything we do, thus enabling our 
customers to become more competitive 
through the smart use and application 
of technology.

Learn more at : 
http://www.digitallocksmiths.ca
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The Situation
Oger Systems is a wholly owned subsidiary of the Saudi Oger 
Group based out of the Kingdom of Saudi Arabia, and is amongst 
the leading system integration companies which offer their 
services to clients across many different industries, including 
construction, telecommunications, and information technology. 
They requested the assistance of Digital Locksmiths to assess 
the level of information security for their clients’ information 
technology (IT) environments. In particular, they wanted to 
ensure that The Shura Council’s levels of protection against 
potential threats to their website, Internet facing systems, and 
their internal network were enforced. Oger Systems realizes the 
impact of a compromise of The Shura Council’s IT environment 
would make in regards to their security of confidential and 
personal information.

The Result
Oger Systems asked Digital Locksmiths to perform a full external, 
and web application penetration test against the network and 
identify any vulnerabilities. When the test was complete, Digital 
Locksmiths’ findings would question the security of not only the 
website XSS vulnerability, but some outdated software on the 
internal network that could compromise security.

Digital Locksmiths' began the testing of the environment from 
offsite locations. After several suspected telecom problems, It 
appeared that most of the Shura Council’s network addresses 
(Net-Block) assigned by their Internet Service Provider were 
firewalled from multiple points of origin, including Canada 
and Europe, thus hindering our testing. Digital Locksmiths 
resourcefully set up a system in Riyadh where they were able 
to continue testing and view the entire Shura Council network. 
Following the test, Digital Locksmiths delivered a full report of 
their methods, findings and suggestions for the Shura Council 
to secure the vulnerabilities throughout their network, and 
issued new protocols for network administration. 

The Lesson
Although Oger Systems was confident that all regulations and 
best practices had been followed, they still took the preventative 
measures to protect The Shura Council from an attack. During 
testing, Digital Locksmiths was able to uncover several 
vulnerabilities that were present despite best efforts to avoid 
them. Breaches would lead to both direct financial impacts 
(recovery costs, regulatory and contractual penalties) and indirect 
impacts such as damage to its client’s reputation and image.

The question constantly came up 
as to why we didn’t just bring in 
a local company to do the job. 
Truth is, We were highly 
recommended to look at Digital 
Locksmiths because of their 
innovative work with Orange 
Business Services It&Labs in 
the mobile security space, 
commitment to “privacy by 
Design” and an interesting 
resource pool of recognized 
security industry veterans. We 
were impressed by how Digital 
Locksmiths were able to 
resourcefully persevere through 
issues arising from working 
internationally, and effectively 
test our networks. Although we 
were confident that we had been 
using all of the best regulations 
and practices for digital security 
both in-house and customers, 
Digital Locksmiths was able to 
pinpoint vulnerabilities and 
provide steps to remediate 
them with diligence. We know 
the damage that could be done 
from a security breach, and 
Digital Locksmiths has given us 
the peace of mind of knowing 
that our data is locked down” 

- M. Ismail
CEO 


